Suavelos

The website “Suavelos” (to which the
Facebook pages are related) promotes
“white nationalism”*® and “scientific
racialism."%

Below is an example of content they shared:

"#ltaly(video): “We cannot expect an African to
know that rape is not allowed in Italy.” 4

Suavelos
18 September 2017 - &

#ltalie (vidéo) : «On ne peut pas exiger qu’un africain sache qu'en ltalie on

ne peut pas violer»

Visualizza traduzione

SUAVELOS.EU

#ltalie (vidéo) : «On ne peut pas exiger qu’un africain sache
qu’en ltalie on ne peut pas violer»

3 http://archive.fo/HLvZk
4 http://archive.fo/dEj1t
4 http://archive.fo/KvU4N
42http://archive.fo/UYIiEP

The post (now removed) read:#?

“This article praises the merits of

a homogeneous society using the
example of Denmark [...]. Of course

it falls short of specifying which
homogeneity we're talking about. It
is apparently neither the homogeneity
of the Arab countries, nor the
homogeneity of the African countries,
but the white homogeneity that
guarantees prosperity, happiness,
equal opportunities, the status of
women and of the general security of a
society.”




*ITALY

A WAVE OF DISINFORMATION

BACKING THE LEAGUE AND 5 STAR

In Italy, the Avaaz investigation led
Facebook to shut down 23 Italian
Facebook disinformation pages with
over 2.46 million followers for breaches
of the platform’s policies, such as page
name changes that transformed non-
political pages into political and partisan
ones; the use of fake accounts; hate speech;
inauthentic pages and spam behavior.

These pages were spreading false
information and divisive anti-migrant
content, ahead of the EU elections. Among
the pages, half were in support of the
League or 5 Star. The pages had more
followers than the official pages of the
League (506K followers) and 5 Star (1.4
million followers) combined. They also
generated over 2.44 million interactions over
the last three months.

But the pages Facebook removed are
just the tip of the iceberg: Our full
investigation identifies 14 main networks
in apparent breach of Facebook’s rules
on misrepresentation, page and group
name change, spam and related policies.
They include 104 pages and eight groups,
with a total of 18.26 million followers and
23.09 million interactions in the last three

months.

Many of the pages that have not been
removed appear on two blacklists
maintained by the fact-checking and
debunking websites and
that are widely used in studies and analyses
by leading journalism institutions (e.g.
), governmental agencies

(e.g. the

) and researchers and Universities
(e.g ).

Despite many of these pages having been

in these disinformation blacklists for years,
their continued high activity indicates that

this has not led to their demotion.



https://www.butac.it/the-black-list/
https://www.bufale.net/the-black-list-la-lista-nera-del-web/
https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2018-02/Measuring%20the%20reach%20of%20fake%20news%20and%20online%20distribution%20in%20Europe%20CORRECT%20FLAG.pdf
https://www.agcom.it/documents/10179/12791486/Pubblicazione+23-11-2018/93869b4f-0a8d-4380-aad2-c10a0e426d83?version=1.0
https://www.agcom.it/documents/10179/12791486/Pubblicazione+23-11-2018/93869b4f-0a8d-4380-aad2-c10a0e426d83?version=1.0
https://arxiv.org/pdf/1802.01400.pdf

CONTENT

&

"Sinceramente preferisco salvare i rifugiati e ‘
i miei fratelli clandestini, che aiutare qualche a
terremotato italiano piagnucolone e viziato"

B Vogliamo il Movimento 5 stelle al

governo
Mi piace questa Pagina G

o Mipiace (J Commenta 2> Condividi B~

Fill pertinenti v

= Ma non lo pensa
neanche la camorra che se lo voleva morto
Tavrebbero fatto gia fatto quindi togliamo la
scorta e andasse a vivera in Africa

, 0D =
Risp

Mi piace ndi - 19

19 risposte

= E virgolettato e porta
la data del 03/06/2018 e lo avrebbe detto
nella trasmissione “che tempo che fa”
Saviano sei un ominicchio e fai pure schifo

Roberto Saviano

Like This Page - July 21, 2018 - &
Dalla pagina FB "Vogliamo il Movimento 5 stelle al
governo" & stata diffusa questa cazzata. Una
falsita montata ad arte, una citazione e una fonte
inventate. La bufala & ovviamente stata condivisa
da migliaia di persone che ci hanno creduto
ciecamente, senza un minimo di capacita di
raziocinio. Sono abituato alla falsita sistematica su
di me. Hanno perso ogni credibilita e ormai la loro
comunicazi... See More
See Translation

03/06/2018

Roberto Saviano a "Che tempo che fa" i """""

Press Enter to pos

OB0 19x 5.8K Comments
5.6K Shares
[C) Like f:] Comment d} Share
Most Relevant ~
Write a comment © M @

The post in which Saviano defends himself and denies saying what was attributed to him.

The most active of the pages taken down by Facebook
is “Vogliamo il movimento 5 stelle al governo” (We want
the 5 Star in Government), an unofficial page in support
of the 5 Star Movement. An example of an item from
that page is a made-up quote falsely attributed to the
anti-mafia Italian writer and journalist, Roberto Saviano,
saying he would “prefer to save migrants than Italian
earthquake victims.” He never said it, but was forced to
deny it.

Despite the recent takedown, this page has been
reported to be part of a much wider disinformation
network in support of the 5 Star Movement, which was
also included in the Avaaz report sent to Facebook.

The most active League-supporting page, “Lega Salvini
Premier Lriva," which was also removed

by Facebook following our report, was the biggest
recent sharer of a video purporting to show migrants
smashing a police car. The video, which has almost 10
million views, is actually a scene from a movie and has
been veral times over the years, but is still
widely shared.

Below is a list of the main sharing pages extracted using
the Facebook monitoring platform CrowdTangle.

“http://archive.fo/Ttpuy

Visualizzazioni: 9.894.403

TIMES POSTED
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SOURCE (FOLLOWERS)
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Lega Salvini Premier Santa
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m Dalla vostra parte

TOTAL INTERACTIONS

TOTAL FOLLOWERS

1,420,112

DATE INTERACTIONS LINK

Jul 14,2018 1,074 [ £}
Comeds B
Aug 1, 2018 473 [ f]

Mar 19, 2019 425 [ £}

Jul 15,2018 389 [ £}

Mar 21, 2019 303 [ £}

Mar 19, 2019 290 [ f]

Mar 19, 2019 286 [ £}



https://www.stopfake.org/it/la-rete-disinformativa-del-m5s/
https://www.stopfake.org/it/la-rete-disinformativa-del-m5s/
https://www.facebook.com/Bestiamedelmessinese/
https://www.facebook.com/Bestiamedelmessinese/
https://www.facebook.com/liviello.giuseppe/videos/vb.1125459191/10204156480648660/
https://www.open.online/fact-checking/2019/03/20/news/la_bufala_degli_immigrati_che_assaltano_i_carabinieri-175458/
http://archive.fo/Ttpuy

TACTICS EMPLOYED:
MISLEADING PAGE-NAME CHANGES

This happens when a page with non-political content suddenly changes its name
or identity to become political or partisan, retaining all its likes and followers, who
often remain unaware of the change but start to receive political content.

The page below began as an agricultural breeders’ association of the Messina
province and eventually became a League-supporting local chapter. The change
was made one word at a time, gradually, and any automatic checks carried out by
Facebook were likely not triggered because of the ambiguity of the world “League”:

Page Transparency for Lega Salvini Premier Santa Teresa di riva

SiFmrany Page History People Who Manage This Page
—_—

Page History
Mama changes ¢an help you see if the Page's purpose has changed over time, If Page I

merges have occurred, that means that the Page has combined its followers with another
Page.

'?.' '{:T:I:’mld nlrne :ID Lega Salvini Premier Santa Teresa di riva
G '-_’.'h.:ln.gnd “_T_m Lega Santa Teresa di riva

] ?ha.r!faaf naln.'!: to Associazions Lega allevatari
G C:'xangﬂd-ln.a:r!'ic to Associazione assistenza aghi allevator]

12 Page created - Associazione allevatori della provincia di Messina
uly 25, 2018

Give fesdback or report this Page

Another example, the page NOI

Page Transparency for NOI SIAMO 5 stelle.

SIAMO 5 Ste"e (nOW removed) Summary Page History People Who Manage This Page
changed its name eight times, —_—
from a very general page for Page History _ ‘
. . Name changes can help you see if the Page's purpose has changed over time. If Page I/

fOOtba” fa nS, "Ca|CIO PaSS|One," merges have occurred, that means that the Page has combined its followers with another ‘ |

. " Page.
to “Music on the World” and then ’ -
ending up as a political page.

/) anged name 1o stelle.
(% Changed to NOI SIAMO 5 stell
February 25, 2016

(7 Changed name to Il fatto giornaliero
October 14, 2015

(% Changed name to MUSIC on the WORLD
February 17, 2018

(% Changed name to Calcio news
January 25, 2015

i Changed name to Caleio news inter
(4 Changed Calei i
January 23, 2015

(¥ Changed name to Calcio news
January 23, 2015




FAKE PROFILES

An example of a fake profile is a League-supporting page managed by a person using
the name “Bernardo Paguro.” As shown in the screenshots below, the admin account
for this page appears to have been removed or suspended by Facebook after Avaaz
reported it, but the page itself is currently still active.

premier News

PRIMA
6_’ITALIA!

IL BUONSENSO IN EUROPA

Lega - Salvini
premier News
@notizieNcs

The page after the suspension or takedown of
the likely fake account.

CONTENT AND SUSPECTED COORDINATED

INAUTHENTIC BEHAVIOR

Another example of a page taken down for violations of Facebook’s rules is “I Valori Della Vita”
(“The value of life"”), with more than 1.5 million followers. Our research showed that the page,
which looks like a generic lifestyle page, is actually part of a bigger network, whose pages share,
in a coordinated manner, content from the well-known far-right news site Leggilo.org.

The following table shows the frequency and coordinated posting among these pages:

FREQUENCY OF PAGES POSTING LINKS TO LEGGILO.ORG

Leggilo.Org SEBEE® I S S SE S B de d TS e S @ S ¢ Dk a W ©®
| valori della vita. ® a0 - o T @ - e P - % 0 @ © @ 50 @GPes S 400 <OE & 8 0 4@ 9D 4 G @ B Be 9
CheVideo24.org & ® = e B *e P D ® O BT ® BCOS o0 B @6 @ o o @& ® 4B AP & ¢ VoG
YouMovies.it 3908 - 8 © = @ ® e & e o © - e e B am O B B®B VOO
ViaggiNews e Sentimenti e B e o O a 8 © 8 Lo e © ® ® @ 8 B e & VOB
CheDonna.it @@ © @ W = - @ B . ® 0 W ards o

Gossip e Cucina ® @ o & & - - @ o L © L 2 & 9 o & & B0 e
E Sti Cazzi @ 8 ® & e & =]
Ma Anche No ® L
CheNews e Viaggi. °
La Repubblica Del Cazzeggio 0 <9
Curiosauro 5 ©

Apr 01 Apr15 May 01

time




*POLAND

FACEBOOK REMOVES 27 PAGES
WITH 1.9 MILLION FOLLOWERS

The Avaaz investigation identified three
networks in Poland spreading, with great
frequency and coordination, across almost 200
pages and groups, divisive content covering

a range of anti-Semitic, anti-immigration and
anti-LGBT topics as well as false and misleading
information.

As of May 18, 2019, Facebook has removed
27 pages with over 1.9 million followers
that were part of the networks and has taken
down for investigation 18 of the duplicated
accounts connected to them.

DESCRIPTION AND REACH

The three networks our investigation uncovered, Supernetwork
(Otopress/ Propublico/ Prawdaobiektywna); Publiszer; and
Inna Polityka, which we named after the media outlets they
link to, spread politically divisive content on 197 pages and
groups.

Together, the networks had a reach of over 8 million followers,
with some 16,666,287 total interactions in the past three
months alone.

Among the duplicated accounts that were removed, one belonged
to the owner of Otopress.pl, one of the media outlets we have
seen posting disinformation in the Supernetwork, and four out of
the five accounts of Arkadiusz L., an admin of the group “I support
Zbigniew Ziobro” (the minister of justice of the ruling party PiS),
which widely disseminated pro-PiS content.




TACTICS EMPLOYED

One of the most common tactics within the networks is using page name changes
and misleading name changes. Facebook removed 27 pages based on such violations.

For example, pages titled “Typical Pole,” or “Poles are World Champions in Men'’s Volleyball,”
and three fan pages that appear related to John Paul Il all suggest the type of content that
can be expected, but in fact, they mainly share links to articles from fake-news websites
like publiszer.pl, or the right-wing wmeritum.pl, or te-mysli.pl, a simple clickbait site.

Our investigation found misleading name changes of 53 pages within the networks, which
follow a similar pattern to the example below:

Page Transparency for Pozyczka przez internet

Podsumowanie Historia strony Dodaj osoby zarzgdzajace tg strong

Historia strony

Name changes can help you see if the Page's purpose has changed over time. If Page
merges have occurred, that means that the Page has combined its followers with another
Page.

(4} strona zmienita nazwe na Pozyczka przez internet
8 lutego 2018

C?) Strona zmienita nazwe na Miata$ szanse, teraz my$l Pozyczka przez internet
1 lutego 2018

(4} Strona zmienita nazwe na Miata$ szanse, teraz my$l ze jestem chujem.
5 listopada 2016

(4 Strona zmienita nazwe na Jestem Polakiem - Biato Czerwony
20 lipca 2016

(9 strona zmienita nazwe na Miatas szanse, teraz mys$l ze jestem chujem.
14 lipca 2013

(4} Strona zmienita nazwe na Jest we mnie tyle nienawisci ile w tobie fatszywosci dziwko.
13 lipca 2013

This page, which spread fake news within the Publiszer network (taken down after our investigation), went

through seven name changes: “A fool “— “There is as much hatred in me as falseness in you, bitch"Arial
Narrow “You had a chance, now you can think you are a dick” — “I am Polish - White and Red” — “You
had a chance, now you can think you are a dick” — “You had a chance, now you can think loan via the
Internet” — to its current name PoZyczka przez internet “Loan via the Internet™*

4 http://archive.fo/Ttpuy



https://www.facebook.com/PozyczkaOnlineBezZaswiadczen
http://archive.fo/Ttpuy

EXAMPLES OF CONTENT AND SUSPECTED
COORDINATED INAUTHENTIC BEHAVIOR

a) Story: Migrant taxi drivers rape women across Europe

This fake story suggests that migrant drivers rape European women, citing an example of
a woman raped in Warsaw. The post includes a photo taken from a Polish movie, “I am the
murderer.” This fake story was reposted several times since February, always implying that it

was “breaking news.”

The post, linking to an article in Publiszer.pl, was shared by 26 pages (11 of which have since
been taken down by Facebook) within the network on April 29, one after the other,
between 5:17 and 5:28 pm CET.* Below a sample:

P*. Wiadomosci
I April 29 at 8:17 AM- G
To sig dzieje https://publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-przy-
ok,

It's happening https://publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-
przy-drogach/
Translated

Bijemy Rekord Polubieri Dia Jana Pawia Il
April2g at 8:19AM- @
To sig dzieje https://publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-przy-
ok,
It's happening https://publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-
przy-drogach/
Translated

Cos$ Tak Czuje, Ze Cig Potrzebuje
April 28 at 8221 AM - @

To sig dzieje https://publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-przy-
sl
It's happening https://publiszer.pl/luwaga-wywoza-gwalca-i-wyrzucaja-
przy-drogach/
Translated

PUBLISZER.PL

Uwaga! Wywoza, gwalcg i wyrzucajg przy drogach
W Europle coraz czesciej koblety zglaszajg, ze zostaty zgwaicone przez...

PUBLISZER.PL
Uwaga! Wywoza, gwalcg i wyrzucajg przy drogach
W Europle coraz czesciej koblety zglaszajg, ze zostaty zgwaicone przez...

PUBLISZER.PL

Uwaga! Wywoza, gwatca i wyrzucajg przy drogach
W Europle coraz czgsciej koblety zgtaszajq, ze zostaly zgwaicone przez...

5 Cytaty Jana Pawia Il
B Apri20at 819 AM- G

To sig dzieje https://publiszer.pl/uwaga-wywoza-gwalca-I-wyrzucaja-przy-
el
It's happening https://publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-
przy-drogach/
Translated

Jan Pawet Il na zawsze w naszych sercach.
April 28 at 8:21 AM- @

To sig dzieje https://publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-przy-
sid

It's happening https://publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-
przy-drogach/
Translated

Ty i Ja do kofica Swiata
April 29 at 8:25 AM - G

To sig dzieje https:/publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-przy-
seill

It's happening https://publiszer.pl/uwaga-wywoza-gwalca-i-wyrzucaja-
przy-drogach/
Translated

PUBLISZER.PL

Uwaga! Wywoza, gwalca i wyrzucaja przy drogach
W Europie coraz czesciej kobiety zgtaszajg, ze zostaly zgwalcone przez...

PUBLISZER.PL
Uwaga! Wywoza, gwalcg i wyrzucajg przy drogach
W Europle coraz czesciej koblety zglaszajg, ze zostaty zgwaicone przez...

PUBLISZER.PL

Uwaga! Wywoza, gwailca i wyrzucaja przy drogach
W Eurcpie coraz czesciej kobiety zgtaszajg, ze zostafy zgwalcone przez...

4 Screenshots show posting time in PST.




b) Story: Donald Tusk was STASI and SB agent

This article* suggests that Donald Tusk, president of the European Council and former Prime

Minister of Poland, was a STASI and Polish communist agent. The article first appears on the
website Propublico24.pl. The Propublico piece later admits that “there is no written proof” of
the claim, but that “every STASI and SB agent admits it.”

At least four of the pages on this network shared the original Propublico article on March 6

2019, at exactly the same minute, 11 am CET. Seven minutes later, Zbigniew W., the admin
of a page in one of the investigated networks, whose two accounts have been taken down for
investigation, also shared the article in one of the groups:

Polacy Przeciw Manipulacji Medidw
March 6 - G
And everything is clear!

£ ' See original - Rate this translation
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310432
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------
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PROPUBLICO24.PL

Po "Bolku" wychodzi prawda o Tusku. Byty premier donosit od

lat 80 na Polske?! - ProPublico24.pl

Q8 278 65 Comments 410 Shares

2 Polska Rewolucja Narodowa
March 6 - £

I wszystko jasne!
And everything is clear!

4 - Hide original - Rate this transiation
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o8z 518 83 Comments 771 Shares
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4 Link to the article here (http://archive.is/Dj30w)



https://propublico24.pl/index.php/2019/03/06/po-bolku-wychodzi-prawda-o-tusku-byly-premier-donosil-od-lat-80-na-polske/
https://propublico24.pl/index.php/2019/03/06/po-bolku-wychodzi-prawda-o-tusku-byly-premier-donosil-od-lat-80-na-polske
http://archive.is/Dj30w

»
*SPAIN

FACEBOOK TAKES DOWN
3 FAR-RIGHT NETWORKS

Avaaz's investigation found three far-right
networks in Spain, with a reach of 1.7 million
followers, using fake and duplicate accounts to
manage and coordinate several pages to spread
both disinformation, as well as politically divisive
content ahead of the Spanish elections held
April 28 2019.

We presented our findings to Facebook on
April 12, and on April 23, five days before the
elections, the platform took action against the
accounts behind those pages for violations of
their policies, leading to a total takedown of
at least 17 pages with more than 1.4 million
followers:

B Unidad Nacional Espafiola (UNE): 10
pages with 1,202,533 followers taken down,
including the duplicate accounts of the
Admin, Javier Grau.

M Todos Contra Podemos: 6 pages with
114,147 followers taken down, including
many duplicate accounts of the Admin,
Antonio Felix Aguilar.

B Lucha por Espaiia: 1 page with 122,727
followers taken down for deceiving name
changing breach.

CONTENT SHARED

Three examples of content shared
by these networks are:

a) Fake news about a child
cancer center being closed down
by “Catalan separatists” in favor
of leaving “Catalan embassies”
open:

“Torra closes down hospital units for
kids with cancer but keeps Catalan
‘embassies’ open.”

Unidad Nacional Espariola E
14 February - &

-
LATRIBUNADEESPANA COM
Torra cierra unidades para nifios con cancer pero mantiene
“embajadas” de Catalufia - La Tribuna de Espafia
:_3 iE D 140 24 comments 256 shares



https://avaazimages.avaaz.org/archived%20image.png

b) Doctored images of Podemos leader
Pablo Iglesias doing the Nazi salute:

“The insults and the lack of backing Podemos is garnering
lately after the European rallies were held are clear
evidence of the LOW level of their crazy proposals, absurd
points and incorrect behavior.”

Unidad Nacional Espariola E =i
3 January - &

CASOAISLADO.COM
Marruecos chantajea a Espaiia: Pide que los marroquies tengan
los estudios pagados a cambio de controlar la inmigracion ileg...

’-'_':o; 252 60 comments 283 shares

Elentir
March 31 at 6:06 PM - Q

Los magrebies no llegan al 2% de la poblacién pero son el 22% de esos
violadores en grupo. Y algunos creen que la solucion a este problema es
ocultarlo.

See Translation

OUTONO.NET
En Espania, con un 10% de extranjeros, los no espafioles son el
53% de las ‘manadas’

D% 175 14 Comments 316 Shares

i Zarote TV is with Felix Antonic Leal Aguilar.
1 April 6 at 9:16 AM - &

Fueras para siempre.

See Translation

Los insultes y la falta de respaldo que Podemos estda cosechando
dltimamente y después de la celebracién de los comicios Europeos,
son una clara muestra del BAJO nivel de sus locas propuestas,
absurdos argumentos e incorrecta forma de actuar

3 Comments 43 Sharas

eD:

¢) Unfounded claims that the Moroccan
government demanded free education for
Moroccan students in Spain in exchange
for acting on illegal immigration:

"Morocco blackmails Spain: Demands that
Moroccans have their education paid for in
exchange for controlling illegal immigration”

d) One website passing as a media
outlet sharing fake statistics about
foreigners committing the majority of
rape crimes:

the post reads: “Magrebs are not even 2%

of the population but carry out 22% of gang
rapes. And some think that the solution to this
problem is hiding it.” The headline reads: “In
Spain, with only 10% of foreigners the non-
Spanish men are responsible for 53% of all
rapes.”



http://archive.is/PJsrE
http://archive.fo/5cMNt
https://www.facebook.com/elentir.info/posts/2728648367161839
https://www.facebook.com/elentir.info/posts/2728648367161839

TACTICS EMPLOYED:
DUPLICATE PROFILES

The Avaaz investigation demonstrates how these networks are each managed by individuals
using several duplicate accounts. Each network coordinates the activity of its pages, often almost
exclusively resharing each other’s content, likely in order to simulate fake public support for their
content without being publicly transparent about this coordination.

We found clear evidence of how multiple accounts were managing both the Unidad Nacional

Espainola and Todos Contra Podemos networks, in an apparent breach of Facebook’'s Community
Standards.

For example, the first network was managed by Javier Grau, who presents himself as the creator and
coordinator of the Unidad Nacional Espafiola movement (see image below). He appears in numerous
videos posted on the UNE page, acting as solo spokesman, and had a Facebook group and two
different Facebook profiles (removed by Facebook following our investigation here and here?®).

1k Me gusta N Seguir A Compartir

A post showing Javier Grau as

Unidad Nacional Espafiola actualizé su foto del perfil. eee ;
0 el Creator and ‘coord/natoNr of
Javier Grau , creador y coordinador de la plataforma virtual Unidad U/’)/dOd NOC/OﬂG/ ESPO/'?O/O.

Nacional Espafiola.

Mi ideologia es Espafia. Mi lealtad es con mi Patria y mi familia.Los
politicos van y vienen...Espafia siempre estara aqui. Soy libre porque voy
siempre con la verdad por bandera y no me doblego a los intereses
Unidad Nacional particulares o partidistas de nadie. Dejad de intentar comprarme, no
estoy en venta. {Viva Espafia! por Espafia eterna, Semper Fidelis. =2
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The duplicate profiles were used to manage the different pages and groups of the network, where
we identified various instances of suspected coordinated inauthentic behavior aimed at amplifying
particular content in a non-organic fashion.

47http://archive.fo/o7IVE, http://archive.fo/gaBho, http://archive.fo/N9dMi


https://www.facebook.com/groups/434382613288697/
https://www.facebook.com/javier.patriota.3
https://www.facebook.com/javierramon.capdevilagrau
http://archive.fo/o7lvE
http://archive.fo/gaBho
http://archive.fo/N9dMi

SUSPECTED COORDINATED INAUTHENTIC BEHAVIOR

As an example, we took a picture initially shared by Unidad Nacional Espafiola on March

27 at 6:55 pm, which was then posted that same day by all of the pages in the network
in an apparently coordinated way between 8:20 pm and 8:33 pm. The posts, although
clearly identical, were posted as if they were “original” on each of the pages; there
was no “share” indication, and therefore no trace of the original post. This is just one case
but, looking at the timelines of those pages and groups, we found other instances where
they all simultaneously shared the same content.

4™ parcelona se queda en Espaiia
March 27 at 8:21PM - Q@

En Espania, si un delincuente
entra en tu casa sin tu
permiso, lo unico que puedes
hacer es esconderte, ya que
si le tocas un pelo o impides
que pueda robarte, tu estaras
mas tiempo en la carcel que
él.
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En Espania, si un delincuente
entra en tu casa sin tu
permiso, lo Unico que puedes
hacer es esconderte, ya que
si le tocas un pelo o impides
que pueda robarte, tu estaras
mas tiempo en la carcel que
él.
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En Espafia, si un delincuente
entra en tu casa sin tu
permiso, lo unico que puedes
hacer es esconderte, ya que
si le tocas un pelo o impides
que pueda robarte, tu estaras
mas tiempo en la carcel que
él.
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En Espania, si un delincuente
entra en tu casa sin tu
permiso, lo unico que puedes
hacer es esconderte, ya que
si le tocas un pelo o impides
que pueda robarte, tu estaras
mas tiempo en la cércel que
él.
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En Espafia, si un delincuente
entra en tu casa sin tu
permiso, lo unico que puedes
hacer es esconderte, ya que
si le tocas un pelo o impides
que pueda robarte, tu estaras
mas tiempo en la carcel que
él.
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En Espana, si un delincuente
entra en tu casa sin tu
permiso, lo Unico que puedes
hacer es esconderte, ya que
si le tocas un pelo o impides
que pueda robarte, tu estaras
mas tiempo en la carcel que
él.
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En Espafia, si un delincuente
entra en tu casa sin tu
permiso, lo unico que puedes
hacer es esconderte, ya que
si le tocas un pelo o impides
que pueda robarte, tu estaras
mas tiempo en la carcel que
él.
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En Espana, si un delincuente
entra en tu casa sin tu
permiso, lo tnico que puedes
hacer es esconderte, ya que
si le tocas un pelo o impides
que pueda robarte, tu estaras
mas tiempo en la carcel que
él.
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En Espafia, si un delincuente
entra en tu casa sin tu
permiso, lo Unico que puedes
hacer es esconderte, ya que
si le tocas un pelo o impides
que pueda robarte, tu estaras
mas tiempo en la carcel que
él.
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PAGE NAME CHANGING

The third network appeared to also be engaging in suspected coordinated inauthentic
behavior and name changes that breached Facebook policy. The page renaming seems to
be an effort to mislead Facebook users and to increase likes and shares before the name
change took place.

A stark example of this tactic was the name changing of the page Lucha por Espafia, which
was initially created in 2013 and until 2017 gathered followers as a page about free
movies (“peliculas” in Spanish). In September 2017, it changed from being a non-political
page to a political one, mainly publishing far-right and biased content.
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¥ Chsrgisd furra 1o Paeleulis da Capafia
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Lucha por Espafia Page changed names four times in the past five years. In chronological order the names of
the page, freely translated, were: “Watchmoviesforfree.es” (2013); “Watch Movies” (August 15, 2017); “Movies
of Spain” (August 25, 2017); and now, “Fight for Spain” (since September 4, 2017).







AVAAZ'S NEW PROPOSAL TO

FIGHT DISINFORMATION

As this report shows, Facebook has
allowed far too much suspicious activity
and malicious content to slip past

its safeguards and poison our public
discourse. Facebook needs to immediately
clean up its house; it should run a proactive
and EU-wide scan for further suspicious
activity on its platform, such as the mass use
of fake and duplicate accounts to coordinate
the spread of disinformation, misleading
page name changes, inauthentic behavior,
or spamming techniques.

However, the single most important
thing Facebook can do to protect

our democracies and counteract the
influence of coordinated disinformation
campaigns is to adopt “Correct the
Record” and immediately begin issuing
corrections from verified fact-checkers to
every single user who has seen or interacted
with disinformation on the platform, and
inform followers of pages that have been
demoted or taken down about the malign
objectives of those pages.

Millions of Europeans have been
exposed to the lies, manipulation, and
hate described in this report, and the
overwhelming majority of them will never
find out about it. And neither will the
billions more who will be exposed during
the next election, and the next one after
that -- unless Facebook acts now.

8 http://time.com/5540995/correct-the-record-polling-fake-news/

Put simply, “Correct the Record” is the idea
that every user who has been exposed

to disinformation deserves to be shown
corrected information from fact-
checkers. Time magazine* described it as a
“radical new proposal [that] could curb fake
news on social media.” And the platforms
themselves have to do it, no one else can.

Studies from researchers at top universities
like MIT, the University of Michigan and
George Washington have shown that
corrections are highly effective. Facebook
already informs users who have shared or
want to share fake news that have been
debunked by fact-checkers; now they just
need to scale it up and show it to all users
who have seen or interacted with it. And the
other platforms need to follow suit.


http://time.com/5540995/correct-the-record-polling-fake-news/
http://time.com/5540995/correct-the-record-polling-fake-news/

In our view, “Correct the Record” would be a five-step process:

» DEFINE: The obligation to “Correct
the Record” would be activated when
independent fact-checkers verify that
content with significant reach is false or
misleading;

» DETECT: Platforms must make it
easy for users to report potential
disinformation and for fact-checkers to
access all content with significant reach.

» VERIFY: Platforms must work with
independent, third-party, verified
fact-checkers to determine whether
reported content is disinformation.

» ALERT: Each user exposed to verified
disinformation should be notified
immediately using the platform’s most
visible notification standard.

» CORRECT: Each user exposed to
disinformation should receive a
correction that is of at least equal
prominence to the original content and
that follows best practices.

“Correct the Record” isn't just good for democracy, it's good for
business. Between 81% and 92% of people in Europe’s largest
democracies agree that companies like Facebook should work
with independent fact-checkers to offer verified corrections to
everyone exposed to false or misleading content. More importantly,
78% or more of citizens in those countries say that this measure
would improve their image of social media companies.

1y


https://secure.avaaz.org/act/media.php?press_id=932
https://secure.avaaz.org/act/media.php?press_id=932

RESEARCH AND DATA

ANALYSIS METHODOLOGY

How we arrived at the estimate of the total views

generated by the removed disinformation networks:

Based on our analysis of data from the
pages and groups, we estimate that the
Facebook takedown removed content that
was viewed an estimated half a billion (533
million) times over the last three months.

We calculated these views by using a
methodology similar to the one used
during previous reporting.*

Viewership calculation
for videos:

Facebook provides viewing data for videos.
We followed Facebook’s definition of what
constitutes a “view,” that is, a viewing
experience that lasts three seconds or
longer.

Viewership estimation
for images and text:

Facebook discloses the number of views for
videos, but for posts containing only text
and image content the platform displays
only the number of shares and other
interactions, such as likes or comments.
Therefore, in order to estimate viewership
for text and image content we designed

a metric based on the publicly available
statistics of the Facebook videos analyzed
in our study, taking into account the total
number of video views and dividing it by
the total number of video interactions.
Facebook reports a “video view” only after

4“"Yellow Vests Flooded by Fake News", pag 14
https://avaazimages.avaaz.org/Report%20Yellow%20Vests%20FINAL.pdf

three seconds, while an image or text can
be considered as “viewed” and having an
actual impact in less than three seconds.

Therefore, the estimation of total views
in this study is a conservative one and
likely lower than the content’s actual total
viewership.

Engagement rate calculation
for images and text:

We computed an EU-wide metric called
the video engagement rate, which we
calculated by dividing the total video
views by the total video interactions
for all countries. Based on the video
views/interactions, the EU-wide video
engagement rate was 39.81 views per
interaction.

We then added together the total number
of documented interactions with text and
image content for each country over a
three-month period, and multiplied it by
the video engagement rate to estimate
total views.>®

Because we only carried out our
calculations based on documented
interactions, and that data was only
available for a subset of the total number
of pages on which we compiled evidence,
our final estimate of total views is very
likely lower than the actual total viewership
of all removed content and therefore can
be considered a conservative figure.


https://avaazimages.avaaz.org/Report%20Yellow%20Vests%20FINAL.pdf

How did we arrive at a half-billion

estimated views?

In summary, our calculation of estimated views looks like this:

Step 1:

(total video views) / (total video interactions) =
(video engagement rate)

Step 2:

(video engagement rate) x (documented 3-month interactions) =
(estimated 3-month views)

Country Documented interactions | Engagement rate | Estimated views of

(3 months] content (3 months)
Spain 9,700,373 39.813363 300,541,589
Italy 2,444,096 39.81336 97,307,674
Poland 975,314 39.81336 38,830,527
Germany 196,555 39.81336 7,825,515
France 28,816 39.81336 1,147,262
UK 43,600 39.81336 1,735,862
Total 533,051,283

*|n Poland we had data on documented interactions for 21 out of the 27 pages; in Spain 14 out of 17;
in Italy 14 out of 23; in France 1 out of 1; in the UK 1 out of 1; in Germany 3 out of 8.




Related Avaaz reports on

disinformation and elections:

In addition to the network investigations
described in this report, which led to
action by Facebook, Avaaz also produced

a report focusing on WhatsApp in Spain,
showing that disinformation and hatred
on that platform reached about 9.6 million
potential voters ahead of the 2019 Spanish
legislative elections.

The European anti-disinformation
campaign was launched with a report
showing that fake news circulating the
French Yellow Vest movement had reached
over 105 million views. The campaign
follows a pilot campaign in Brazil, where a
small team of researchers was able to get
Facebook to take down a disinfo network
with 12.6 million followers.

The Avaaz community has 50 million
members worldwide, including about

20 million in Europe. Leading up to the
EU elections, the Avaaz disinformation
campaign plans to detect and deter
disinformation on social networks and
release studies similar to those described
above.

This report is part of Avaaz's Disinformation
Project and aims in part to investigate,
analyze, and expose disinformation on
social media and the networks behind it.

We report openly on what we find, so

we can alert and educate social media
platforms, regulators, and the public, and
so we can more effectively advocate for
smart solutions to defend the integrity
of elections and our democracies from
disinformation.

This report is part of that effort and
summarizes an investigation to: identify
and track disinformation content on
Facebook to assess its reach/impact;
identify and track groups/channels,
networks, bots, “coordinated inauthentic
activity” across the platforms; and
collect specific examples of breaches of
Facebook’s terms and standards in order
to urge Facebook to investigate and take
action.


https://avaazimages.avaaz.org/Avaaz_SpanishWhatsApp_FINAL.pdf
https://avaazimages.avaaz.org/Report%20Yellow%20Vests%20FINAL.pdf
https://avaazimages.avaaz.org/Report%20Yellow%20Vests%20FINAL.pdf
https://avaazimages.avaaz.org/Report%20Yellow%20Vests%20FINAL.pdf
https://politica.estadao.com.br/noticias/eleicoes,rede-pro-bolsonaro-engaja-mais-do-que-madonna-e-neymar,70002544629
https://politica.estadao.com.br/noticias/eleicoes,rede-pro-bolsonaro-engaja-mais-do-que-madonna-e-neymar,70002544629




